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TENDERSURE TERMS AND CONDITIONS – SUPPLIER PORTAL 

Tendersure is a cloud-based supplier sourcing solution. Tendersure is used by buyers to 

conduct sourcing activities, such as prequalification, tenders, eAuctions, RFx solicitations 

(e.g., request for proposals, request for information, or other types of requests). These terms 

do not apply to any buyer; the terms applicable to a buyer are contained in the contract 

negotiated and signed by the buyer for usage of Tendersure solutions. 

Use of the Tendersure platform as a supplier occurs when the supplier has responded to a 

relationship request from a buyer conducting sourcing activities or have responded to a 

sourcing event invitation from a buyer using the Tendersure platform. 

The following describes the terms and conditions applicable to such use. 

1. For each sourcing event, the supplier is presented with the terms and conditions imposed 

by the buyer relating to participation in that specific event.  

2. Participation in an event. The buyer has the final responsibility for all decisions regarding 

the operation of the sourcing events. The buyer and/or Tendersure may suspend or cancel 

the event at any time and without prior notification.  

3. Ethics. Event participants may not engage in unethical behavior during a sourcing event, 

and the supplier is expected to notify Tendersure and the buyer if the supplier witness’s 

practices that are inconsistent with the fair operation of the sourcing event. 

4. The buyer requests information from the supplier in the form of 

questionnaires/evaluation criteria. For each questionnaire response request, the supplier 

may be presented with information needs related to the code of conduct, registration, 

qualification, capability, capacity, performance, or other information need defined by the 

buyer. 

5. The supplier acknowledges that in connection with the sourcing events, Tendersure 

provides certain administrative services on behalf of the buyer. Tendersure is an 

independent contractor for the buyer/client. As part of Tendersure performing services 

to its client, the buyer, the supplier consents to Tendersure providing to the buyer all 

communications by the supplier during the sourcing event. 

6. Tendersure cannot control whether or not buyers will complete the transactions they 

request in the sourcing events. The supplier agrees and acknowledges that Tendersure 

has no control over its client’s decision to conduct a transaction with the supplier after 

the sourcing event. 

7. By agreeing to use Tendersure, the supplier agrees that Tendersure may (i) contact them 

for the purpose of promoting, marketing and/or executing the sourcing events; (ii) identify 

them to buyers as a potential participant in the sourcing event, (iii) store their information 

to facilitate the sourcing event. 

8. Bidder fee. The bidder fee paid to participate in sourcing events is nonrefundable except 

where the payment is an overpayment in error. Specific evidence must be provided to 

demonstrate this. 

9. Tendersure, in consultation with the buyer, reserves the right to change these Terms at 

any time. The revised Terms will be effective immediately upon Tendersure posting them. 
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It is the supplier’s responsibility to check these Terms periodically for changes. The 

supplier’s continued participation and use of Tendersure following the posting of changes 

will mean that they accept and agree to the changes.  

10. The supplier represents and warrants the following: (i) They will comply with all laws and 

regulations that apply to their participation; (ii) They possess all right, power, and 

authority to enter into these Terms; and (iii) information that they provide or upload to 

Tendersure will be accurate and that they are responsible for the accuracy of their 

Information. The supplier acknowledges that Tendersure and the buyer are entitled to 

rely on the accuracy of their information that they provide. Neither Tendersure nor the 

buyer are responsible for any erroneous, misapplied, or misrouted payments resulting 

from errors. 
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1. Access Control  

1.1. Access to information resources must be justified by a legitimate business 

requirement prior to approval. Access to confidential information is based on a “need 

to know”. 

1.2. Confidential data access must be logged. 

1.3. Access to the QED/Client network must include a secure log-on procedure. 

1.4. Workstations and laptops must force an automatic lock-out after a predetermined 

period of inactivity. 

1.5. Documented user access rights and privileges to data must be included in disaster 

recovery plans, whenever such data is not included in backups. 

2. Account Management 

2.1. All personnel must sign the QED/Client Information Security Policy Acknowledgement 

before access is granted to an account or QED/Client data. 

2.2. Information resource owners are responsible for the approval of all access requests. 

2.3. User accounts and access rights for all QED/Client data must be reviewed and 

reconciled at least annually, and actions must be documented. 

2.4. All accounts must be uniquely identifiable using the username assigned by the 

QED/Client technical team and include verification that redundant user IDs are not 

used. 

2.5. All accounts, including default accounts, must have a password expiration that 

complies with the QED/Client authentication standard. 

2.6. Only the level of access required to perform authorized tasks may be approved, 

following the concept of “least privilege”. 

2.7. Shared accounts must not be used. Where shared accounts are required, their use 

must be documented and approved by the data owner and use compensating 

controls to ensure non-repudiation. 

2.8. Upon user role changes, access rights must be modified in a timely manner to reflect 

the new role. Creation of user accounts and access right modifications must be 

documented and/or logged. 

2.9. Any accounts that have not been accessed within a defined period of time will be 

disabled. 

2.10. Accounts must be disabled and/or deleted in a timely manner following employment 

termination, according to a documented employee termination process. 

2.11. System Administrators or other designated personnel: 

2.11.1. Are responsible for modifying and/or removing the accounts of individuals that 

change roles with QED or are separated from their relationship with QED. 
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2.11.2. Must have a documented process to modify a user account to accommodate 

situations such as name changes, accounting changes, and permission changes. 

2.11.3. Must have a documented process for periodically reviewing existing accounts 

for validity. 

2.11.4. Are subject to independent audit review. 

3. Authentication 

3.1. Where other authentication mechanisms are used (i.e. security tokens, smart cards, 

certificates, etc.) the authentication mechanism must be assigned to an individual, 

and physical or logical controls must be in place to ensure only the intended account 

can use the mechanism to gain access. 

3.2. Stored passwords are classified as confidential and must be encrypted. 

3.3. If the security of a password is in doubt, the password should be changed 

immediately. 

3.4. Computing devices should not be left unattended without enabling a password-

protected screensaver or logging off of the device. 

3.5. QED/Tendersure support password change procedures must include the following: 

3.5.1. authenticate the user to the helpdesk before changing password 

3.5.2. change to a strong password 

3.5.3. require the user to change password at first login. 

3.5.4. In the event that a user’s password is compromised or discovered, the 

password must be immediately changed, and the security incident reported to 

QED/Tendersure support. 

 

4. Data Retention 

The rules on data retention and disposal vary according to the format of data records and the 

classification of the data contained within it (i.e. personal, special category personal or 

confidential data). 

4.1. Website visitor data will be retained as long as necessary to provide the service 

requested/initiated through the QED/Tendersure website. 

4.2. Personal data of subgrantees, subcontractors and vendors will be kept for the 

duration of the contract or agreement. 

4.3. Consultant (both paid and pro bono) data will be held for the duration of the 

consulting contract plus seven years after the end of the consultancy. 
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5. Data Backup 

For clients subscribing to Tendersure services, the Tendersure primary production database 

is replicated to a secondary database maintained in another secondary availability zone (AZ).  

6. Audit Trail 

The Tendersure system generates detailed log and audit information. While a user is logged 

on, all actions and activities are registered, logged and time stamped. Every transaction 

created, every status change, every movement through to the next step in a workflow, every 

addition or deletion of a data item of any kind can be logged. As a result, the system can 

produce a detailed audit trail of exactly who changed what, where and when. This audit trail 

can be produced in reports on a real-time basis. Log information is stored, like all customer 

data, within tables in a customer’s instance.  

The AWS infrastructure that hosts all QED systems, retains audit logs and audit trails through 

AWS cloud trail. These logs are available for audit and governance purposes. 

 

 

 

 

 


